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PET'JIAMEHTBI PABOTBI
10 32IyCKY U OOHOBJICHHIO AHTHBHPYCHOIO NPOrpamMMHOro obecre4yeHus1 B
MBAOY «30.10T0j KII0OYHK»
B kadectBe neTouHnKa yrpos mHGOPMAIHOHHOMN 6e30MACHOCTH MOKET BBICTYITATh YEIOBEK
7100 rpynma Jrosiel, a TakKe HEKHe, HE3ABHCALIHE OT JESTETHHOCTH 4€JI0BEKA, TPOSIBIICHHSI.
Viexozst u3 9T0T0, BCE HCTOUHMKH YTPo3 MOXKHO Pa3ieTnTh Ha TPH TPYIIIIBL;

» Yemoseueckmii pakrop. [lannas rpynma yrpos cBi3ana ¢ neHCTBASIMH 4eJI0BeKa,
MMEIOIIETO CAaHKIMOHUPOBAHHBII HIIH HECAHKIMOHHPOBAHHBI 10CTYTI K HH(OPMAIIHH.
YTpo3bI 3TOH IPYIIIEI MOKHO Pa3JeNTh Ha:

® G6HewHue, K HIM OTHOCSITCS [CHCTBHSI KUOEP-TIPECTYITHHKOB, XaKEPOB, HHTEPHET-
MOIICHHUKOB, HEJI0OPOCOBECTHBIX TIAPTHEPOB, KDUMHUHAIBHBIX CTPYKTYP.

® 6HYympennue, K HUIM OTHOCSTCS ICHCTBHUS IIepCOHAIa KOMITAHHI, a TAKKe
TOJIb30BATE/ICH JIOMAIIHAX KOMITBIOTEPOB. JICHCTBHS IAHHBIX JHONEH MOTYT GBITh
KaK yMBIIICHHBIMHA, TaK U CJIy9aiiHBIMH.

o Texumuecknii paxrop. ta rpynma yrpos cBs3aHa ¢ TeXHHUSCKHMH npobiemamu —
(usuueckoe M MOpaITbHOE yCTapeBaHHe HCIIOJb3YIOLIETOCs obopynoBanwus,
HCKAYCCTBCHHBIC [IPOrPAMMHBIC H aIllIapaTHbIE CpecTBa 06paboTku HHpopMmarmu. Bee
9TO MPUBOJHT K 0TKa3y 060pYIOBAHHUS H 3a4ACTYIO IOTEPH HHDOPMALIHH.

o Cruxuitnbrii pakrop. Dra rpynma yrpos BKIOUaeT B cebs IPHPOJIHBIC KATAKIIA3MEI,
CTUXMHHBIC Oe/ICTBHS U TpouHe (HOPC-MaKopHbIe 06CTOSTETBCTRA, HE3aBHCSIIHE OT
JICATEIIBHOCTH JTIOJICH.

Bee tpu ncrounnka yrpos Heo6xoammo 06s3aTebHO YUHUTBIBATE IIPU pa3pabOTKe CHCTEMBI
3aIUThl MHOOPMAIHOHHON 6E30MacHOCTH,

PasBuTHE COBPEMEHHBIX KOMITBIOTEPHBIX TEXHOJOTHI 1 CPEJICTB CBSA3M JIa€T BO3MOXKHOCTh
3JI0YMBIIIEHHUKAM HCIIONIb30BaTh PA3THYHbBIC HCTOTHUKH pacrpoCTpaHeHus yrpos.
PaccmoTpum ux noapo6ree:

Hurepuer

I'noGanbHas ceth IHTEpHET YHUKATbHA TE€M, YTO HE SIBISCTCS YbCH-TO COOCTBCHHOCTBIO U HE
HUMEET TEPPUTOPHATIBHBIX IPAHHIl. DTO BO MHOT'OM CITOCOOCTBYET Pa3BUTHIO MHOTOUYHCICHHBIX
BeO-pecypcoB u 0OMeHy nHpopMaruei. Ceitdac JTF000H 4eT0BEK MOXKET IMOJYIUTh JOCTYIT K

JTaHHBIM, XpaHsmmMcs B IHTepHeTe, WK CO3AaTh CBOM COOCTBEHHBIN BeO-pecypc.



OnHako 3TH ke 0COOEHHOCTH INT00ANTBHOM CETH MPEJOCTABIISAIOT 37I0yMBIIIUIEHHUKAM
BO3MO>KHOCTh COBEpIIIEHHUS MTpecTyIuieHnii B IHTepHeTe, mpu 3TOM 3aTpyAHss UX OOHapyXKeHHe
1 HaKa3aHUe.

370yMBIIIEHHUKH Pa3MeIaloT BUPYCHI U Ipyre BPeJOHOCHbIE TPOrpaMMbl Ha BeO-pecypcax,
"MackupyrOT" UX MOJ MoJie3HOoe U OecruiaTHoe nmporpammHoe obecnieyenue. Kpome Toro,
CKPHIITBI, aBTOMAaTUYECKH 3aIlyCKaeMble ITPU OTKPBITUN BEO-CTPaHUIIbI, MOTYT BBIIIOJIHSATh
BpPEJIOHOCHBIE ICUCTBUS Ha BalIeM KOMIIbIOTEPE, BKIIOYAsi HK3MEHEHHE CUCTEMHOTO peecTpa,
Kpa)ky JMYHBIX JaHHBIX U YCTAHOBKY BPEJOHOCHOTO MTPOTPAMMHOTO 00eCIeueHMs.

Hcnonp3ys ceTeBble TEXHOIOTMH, 3JI0YMBIIIIIEHHUKN PEAIU3yI0T aTaky Ha yJaJIECHHbIE YaCTHBIE
KOMIIBIOTEPHI U cepBepa KOMIIaHUM. Pe3yabTaToM TakuX aTak MOXET SIBIATHCS BbIBEJICHHUE
pecypca U3 cTposi, oJIyueHue MOJTHOro JOCTYyIa K pecypcy, a, clieZoBaTeIbHO, K MH(pOpMaluy,
XpaHAILIEMCS Ha HEM, UCIIOJIb30BaHUE pecypca KaK 4acTh 30MOU-CETH.

B cB43u ¢ 0sABIEHUEM KPEIUTHBIX KapT, 3JIEKTPOHHBIX JEHET U BO3MOKHOCTBIO HX
UCIOJIb30BaHus uyepe3 IHTepHeT (MHTepHEeT-Mara3uHbl, ayKIMOHBI, IEPCOHAIBHbIE CTPAHUIIbI
0aHKOB U T.J.) MHTEPHET-MOIIEHHUYECTBO CTAJIO OJHUM M3 HanOoJiee pacpOCTPaHCHHBIX
MPECTYILUICHUM.

HNurpaner

WHTpaHeT — 3TO BHYTPEHHSA CEeTh, CIIELUAIBHO pa3paboTaHHas JJIs YIpaBiIeHUs HHPopManuen
BHYTPU KOMITAHUU WJIU, HAIIpUMEDP, YACTHOHM oMalHel ceTu. IHTpaHeT sBseTcs €AUHbIM
MIPOCTPAHCTBOM JJIsl XpaHEHUs, 0OMEHA U A0CTyIa K MH(GOPMaLIUK JIs1 BCEX KOMITbIOTEPOB CETH.
[osTOoMYy, eciin Kakoi-1100 U3 KOMIBIOTEPOB CETH 3apakeH, OCTAIBHBIE KOMITBIOTEPHI
MOJIBEPraloTCsl OTPOMHOMY PHUCKY 3apakeHusl. Bo n30exaHne BOSHUKHOBEHHS TaKUX CUTYallui
HE00X0AMMO 3aLUILATh HE TOJIBKO EPUMETP CETH, HO U KaXIbli OTJEJIbHBINA KOMIIBIOTED.
DJIeKTPOHHAsI MOYTA

Hannuue no4ToBBIX MPUIOKEHUH PAKTUYECKH HAa KayKIOM KOMIIBIOTEPE, & TAKXKE TO, YTO
BPEAOHOCHBIE IIPOTPaMMBI ITOJIHOCTBIO MCIIONIB3YIOT COAEPHKUMOE NIEKTPOHHBIX aJPECHBIX KHUT
JUIs BBISIBIICHUSI HOBBIX KEPTB, 00ecreunBaeT 01aronpHusaTHbIE YCIOBUS JUIsl paCpOCTPaHEHHs
BpEOHOCHBIX ITporpamm. Ilonb30Barens 3apakeHHOr0 KOMIIBIOTEPA, CaM TOI'O HE 10J103peBasd,
pacchlIaeT 3apakeHHbIE TUChbMa aJpecaraM, KOTOpbIE B CBOIO OYEPE/Ib OTIIPABIISIOT HOBbIE
3apa)keHHbIE MMChMa U T.J1. Hepenku ciyuau, KOra 3apaxxeHHbli (ailii-I0KyMEHT 110 IPUYKUHE
HEJ0CMOTpa MOMAAaeT B CIIUCKU PACCHUIKM KOMMepUYECKOH MH(OpMAIMK KaKOH-TNO0 KPYIHOH
KoMIaHuu. B 3TOM cityuae cTpajaroT He ITh, @ COTHHU WM JaKe ThICSYU A0OHEHTOB TAKHX
PacChIIOK, KOTOPBIE 3aTEM Pa30ILIIOT 3apa’keHHbIE (DaliiIbl AECSITKaM ThICSYaM CBOUX

a0OHEHTOB.



IToMuMO yrpo3bl MPOHUKHOBEHUS BPEJOHOCHBIX MPOrPaMM CYIIECTBYIOT poOieMa BHEIIHEH
HeXeJlaTeIbHON MOYTHl PEKJIaMHOTO XapakTepa (cnama). He sBisisick MCTOYHUKOM MPsIMOi
yrpo3bl, HEKEIaTeIbHasl KOPPECIOHICHIIS YBEIMUMBAET HArpy3Ky Ha IOYTOBBIE CEPBEPA,
CO3/1aeT JOTIOJIHUTEIbHBIN TpaduK, 3acOpsAET MOYTOBBIH ALIUK IOJIB30BATENs, BEJIET K IOTEpe
pabouero BpeMeHH U TeM CaMbIM HaHOCUT 3HAUUTEIbHBIN (PMHAHCOBBIN YpPOH.

Taxoke BaXKHO OTMETHUTb, YTO 3JI0YMBIIUIEHHUKH CTaJIA UCIIOJIb30BaTh TaK Ha3bIBa€MbIe
craMepcKue TEXHOJIOTMH MacCOBOT0 pacCIpOCTPAHEHUSI U METO/Ibl COLMATbHOI'O HHXUHUPUHTA,
YTOOBI 3aCTaBUTh MOJIB30BATENS OTKPBITH MUCHMO, IIEPEHTH IO CCHUIKE U3 MUChMA HA HEKUH
UHTEpHET-pecypc U T.1. 13 3Toro cienyer, 4To BO3SMOXKHOCTH (DMIIBTPALIMKU CTIaMa Ba)KHbI HE
TOJILKO CaMH 110 cebe, HO U JUIsl TPOTUBOJEHCTBUS HEKOTOPHIM HOBBIM BU/1aM UHTEPHET-
MOIIIEHHUYECTBa (HapuMep, PUILNHTY), a TAKXKE paclpOCTPAHEHUIO BPEIOHOCHBIX TPOTPAMM.
CbemHBIe HOCHTEIN HH(POPMALMH

Cwemuble HOcUTeMH — JUcKeTbl, CD-nucku, ¢uen-kapThl — MIUPOKO UCHOIB3YIOTCS IS
XpaHEeHMs U neperadd HHPOpMalnu.

[Ipu 3amycke daiina, comepkamiero BpeOHOCHBIN KOJI, CO CheMHOTO HOCHUTEJISI BBl MOYKETE
MOBPEIUTH IaHHBIE, XPAaHAILIUECS Ha BallleM KOMIBIOTEPE, a TAK)KE PacpOCTPaHUTh BUPYC Ha

APYruc IUCKU KOMIIBIOTEpA UJIM KOMIIBXOTCPBI CCTU.

Buas! yrpos.

Yepeu (Worms)

I[aHHaSI KaTCropus BpCAOHOCHLIX MMpOorpaMm IJid paCpOCTpaHCHUA UCIIOJIB3YET B OCHOBHOM
YS3BUMOCTH ONEpaIlMOHHBIX cucTeM. Ha3BaHue 3Toro kiacca OblIO JaHO UCXOAS U3
CIIOCOOHOCTH YepBeil "mepenon3ars” ¢ KOMIBIOTEPa Ha KOMITBIOTEP, UCTIONb3Ys CETH,
3JIEKTPOHHYIO TIOYTY U Apyrue nHPOpMaIMOHHbIE KaHaJbl. Taxoke Oraromaps 3 TOMy MHOTHE
YepBU 00JIAAI0T JOCTATOYHO BBICOKOI CKOPOCTBIO PACTIPOCTPAHEHHS.

I’IepBI/I MMPOHUKAIOT Ha KOMIIBKOTCP, BEIYUCIIAKOT CETCBBIC aApcCa APYTUX KOMIIBIOTCPOB U
pacchIIaoT 10 3THM aJipecaM CBOM KommuH. [IoMHMO CeTeBBIX apecoB YacTO UCTIONB3YIOTCS
JIaHHBIE aJIPECHOM KHUTHU TOYTOBBIX KIMEHTOB. [IpencraBuTenn 3Toro kiacca BpeIOHOCHBIX
MporpaMM MHOTJA CO3Jat0T paboune (ailyibl Ha JUCKaX CUCTEMbI, HO MOT'YT BOOOIIE HE
o0pamarbes K pecypcaM KOMIbIoTepa (3a UCKIIOUEHHEM OTIePaTUBHON aMsITH).

Bupycwi (Viruses)

[TporpamMmebl, KOTOpBIE 3apakaloT IPyrue NPOorpaMMbl — T00aBISIOT B HUX CBOM KOJI, YTOOBI
MOJTYYUTh YIIPABICHUE MTPH 3aIyCKe 3apaKeHHBIX (DAiIOB. DTO MPOCTOE ONPEICIICHNE 1T
BO3MOXXHOCTbH BBISIBUTH OCHOBHOE JICWCTBHE, BHIIIOJHAEMOE BUPYCOM — 3apadiCceHule.

Tpoanckue npozpammut (Trojans)



[Iporpammebl, KOTOpBIE BBIIOIHSIOT HA MTOPAKAEMBIX KOMIIBIOTEPAX HECAHKIIMOHUPOBAHHBIE
M0JIb30BaTEJIeM JIEUCTBUS, T.€. B 3aBUCUMOCTH OT KaKUX-TUOO yCIOBUM YHUUTOXAIOT
MH(pOPMaIIMIO Ha JUCKaX, MPUBOJAT CUCTEMY K "3aBHCAHUIO", BOPYIOT KOH(PHICHIUATbHYIO
uHpopManuio u T.71. JlaHHbIH KJIacc BPeTOHOCHBIX POTrpaMM He SBISETCS BUPYCOM B
TpPaJAULIMOHHOM TOHHMAaHUU 3TOTO TepPMHUHA (T.€. HE 3apa)kaeT IPYyrue MporpaMMbl I JaHHBIE),
TPOSIHCKHE MPOrPaMMBbI HE CITIOCOOHBI CAMOCTOSITENIbHO MPOHUKATh HA KOMITBIOTEPHI U
PacIpOCTPaHSIOTCS 37TOYMBIIIEHHUKAMU IO/ BUAOM "TIOJIE3HOTO" TPOrpaMMHOTO 00€CTICUCHHS.
IIpu sTOM Bpen, HAHOCUMBIN UMH, MOXKET BO MHOI'O Pa3 IPEBBIIATH NOTEPHU OT TPAJULIMOHHOM
BUPYCHOM aTaKw.

B nocnennee Bpemst Hanbosee pacpoCTpaHEHHBIMU TUTIAMU BPEIOHOCHBIX IIPOrpamM,
MOPTALUIMMH KOMITBIOTEPHBIE JaHHbIE, CTaIN yepBH. [lanee 1o pacpoCcTpaHEHHOCTH CIIETYIOT
BUPYCHI U TPOSIHCKHE ITporpaMMbl. HekoTopble BpeJOHOCHBIE TPOrpaMMbl COBMEIIAIOT B ce0e
XapaKTEPUCTUKU JBYX WUJIU JAaKe TPEX U3 MEPEUHUCIICHHBIX BBIIIE KJIACCOB.
Ilpozpammot-pexnamut (Adware)

[TporpamMmHsIit KO, 6€3 Be0OMa MOIB30BATENsI BKIFOYSHHBIM B POTPAMMHOE 00ECTICUCHHE C
LIEJIbI0 IEMOHCTPALIMU PEKJIAMHBIX 00bsiBIeHUN. Kak nmpaBuio, mporpaMMbl-peKiamMbl BCTPOEHBI
B IPOTrpaMMHOE oOecrieueHue, pacpocTpansmonieecs oecmiarno. Pexinama pacnonaraercs B
pabodem untepdeiice. 3aUacTyro JaHHBIC TPOTPAMMBI TAK)KE COOMPAIOT U MIEPETPABISIOT
CBOEMY Pa3pabOTUHKY MEPCOHATBHYIO HH(POPMAIIUIO O MOJIb30BaTENe, U3MEHSIOT pa3inuHbIe
napameTpsl Opaysepa (CTapTOBbIE U IOUCKOBBIE CTPAHUIIbI, YDOBHU O€30I1aCHOCTH U T.1.), &
TaKXKe CO3/1al0T HEKOHTPOJIMPYEMBI MoJib30BaTeNeM Tpaduk. Bee 3T0 MOXKET MpUBECTH Kak K
HapYIICHUIO MOJTUTUKH 0€30MaCHOCTH, TaK U K MPSMBIM (PHHAHCOBBIM MOTEPSM.
Ilpozpammot-uinuonwt (Spyware)

[IporpamMmmMHoOe obecrnieuenue, Mo3BoJIsIoNIee coOUpaTh CBEIEHUS 00 OTNIEIBHO B3SITOM
MOJIb30BAaTENIe WM OpraHu3aluy 0e3 ux Begoma. O HATMYUU MPOTPaMM-IIITHOHOB HAa CBOEM
KOMIIBIOTEPE BBl MOKETE U HE JoraabiBaThcs. Kak mpaBuilo, LEabp0 MporpaMM-LUINHOHOB
SIBIISICTCSA:

e OTCJIC)KMBAHME JIEVCTBUI MOJIb30BATEII HA KOMIIBIOTEPE;

e cOop nHpopMaLUK O COEPKAHUU KECTKOTO TUCKA; B ITOM CIIYYaeT Yallle BCEro peub
UJET O CKAHUPOBAHUU HEKOTOPBIX KaTaJIOTOB U CUCTEMHOT'O PEECTPA C LIEIIBbIO
COCTaBJIEHUS CIHCKA IPOrPaMMHOT0 00eCIIeYeH s, YCTAHOBJIEHHOTO Ha KOMITBIOTEPE;

e cOop nH(OpMaIUK O KAYECTBE CBA3H, CIIOCOOE MOIKIIFOUCHHS, CKOPOCTH MOJIeMa | T.]I.

Ilomenuyuanvno onacnwle npunoxcenusn (Riskware)
[IporpammHoe obecrieuenne, KOTOpoe He UMEET KaKoi-1100 BpeToHOCHON (DYHKIIMHU, HO MOXKET

OBITh UCITOJIB30BAHO 3JIOYMBINIJICHHUKAMHU B KaUC€CTBC BCIIOMOTATCIIbHBIX KOMIIOHCHTOB



BPEIOHOCHOH MPOrpaMMBbl, IIOCKOJIBKY COJIEPKUT Opery U omuoKu. [Ipy HEKOTOPBIX yCIOBUSIX
HaJM4Yue TaKuX MPOrpaMM Ha KOMIIBIOTEPE MOJIBEPraeT Balll JaHHble pUcKy. K Takum
MporpaMMamM OTHOCSITCS, HAIIPUMEP, HEKOTOPbIE YTHIIMTHI YAAJIEHHOTO aIMUHUCTPUPOBAHMSI,
IIPOrpaMMbl ABTOMAaTU4YECKOTO NEPEKIIOUEHNUS packiaaky kinaBuaTypsl, IRC-kinentsl, FTP-
cepBepa, BCEBO3MOXKHBIE YTUIIUTHI JJI1 OCTAHOBKH ITPOLIECCOB MIIU CKPBITUS UX PaOOTHI.

Eme ogHuM BUAOM BPEJOHOCHBIX MPOrpaMM, SBISIOIIMMCS OIPaHUYHBIM JIJIsl TAKUX [TPOrpaMm
kak Adware, Spyware u Riskware, sBisifoTCS IpOrpaMMbl, BCTPAaUBAIOLIUECS B YCTAHOBJIEHHBIN
Ha KOMITbIOTepe Opay3ep U IepeHanpaBisionue Tpaduxk.

Ilpozpammot-utymku (Jokes)

[IporpamMHOe oOecrieueHue, He IPUUUHSIONIEE KOMITBIOTEPY KaKOro-JI1n00 IpsMOro Bpesia, Ho
BBIBOJIAILIEE COOOIIEHUS O TOM, UTO TAKOW BpeJ yKe MPUUUHEH, TUO0 OyAeT NPUUKUHEH IIPU
KaKUX-JIN0O ycloBusAX. Takue MporpaMMbl 4acTO MPEAYIPEXKAAOT 10Ib30BATENS O
HECYIIECTBYIOIIEH OMacHOCTH, HAIPUMEP, BEIBOAAT COOOIIECHHS O (POPMATUPOBAHUU IUCKA
(X0Ts HUKaKOro (hopMaTUPOBAHUS HA CAMOM JIeJIe HE IIPOUCXONT), OOHAPYKUBAIOT BUPYCHI B
He3apaKCHHBIX (aiiax u T.1.

Ilpozpammot-mackuposuwiuxu (Rootkit)

Y THINTBL, UCIIOJIB3YEMBIE JUIsl COKPBITUSL BPELOHOCHOM aKTUBHOCTU. OHU MacKUPYIOT
BPEIOHOCHBIE ITPOrPaMMBbl, YTOOBI N30€kKaTh X OOHAPYKEHHS AaHTUBUPYCHBIMU IIPOTPaMMAaMHU.
IIporpamMMbI-MacKUPOBLIMKY MOJU(DUIMPYIOT ONEPALIMOHHYIO CUCTEMY Ha KOMIIbIOTEPE U
3aMEHSTh OCHOBHBIC €€ (DYHKIIMH, YTOOBI CKPBITH CBOE COOCTBEHHOE MPUCYTCTBHE U ICHCTBHS,
KOTOpBIE MTPEANIPUHUMAET 3JI0YMBIIIIEHHUK HA 3apaX€HHOM KOMIIBIOTEPE.

Ilpouue onacnwie npocpammot

[Iporpammsl, co3aanHble A1 opranuzanuu DoS-aTak Ha yjajieHHbIE cepBepa, B3joMa JIpyrux
KOMIIBIOTEPOB, a TAKXKE SBJIAIOIINECS YacThIO CPE/Ibl pa3padOTKHU BPEAOHOCHOIO IPOrPaMMHOTO
obecnieuenns. K Takum mporpammam otHocsTcs Xakepekue yrunuTsl (Hack Tools),
KOHCTPYKTOPBI BUPYCOB, CKaHEPBI yA3BUMOCTEH, TPOrpaMMBbl JIJIs B3JIOMa Mapojiel, mpodne
BU/IBI IPOIPAaMM JIJIs B3JI0Ma CETEBBIX PECYPCOB MIIM IPOHUKHOBEHUS B aTAKyEMYIO CHUCTEMY.
Xakepckue aTaku

Xakepckue aTaky — 3TO JEHCTBUS 3710yMBIIIIEHHUKOB WM BPEIOHOCHBIX ITPOrPaMM,
HampaBJICHHbIC Ha 3aXBaT MH(POPMAIIMOHHBIX JAHHBIX yJAJIEHHOT'O KOMIIbIOTEPA, BBIBEJICHHUE

CUCTCMBI U3 CTPOS WU MOJTYYCHUC ITOJTHOTO KOHTPOJIA HaJl peCypCaMUu KOMIIBOTEPA.

HeKOTOpLIe BH/IbI HHTCPHET-MOIICHHUYCCTBA
Quuiune (Phishing) — Bu1 NHTEpHET-MOILIEHHUYECTBA, 3aKJIIOYAIOLIUICS B pACChLIKE

AJIEKTPOHHBIX COOOIEHHH C IENBI0 KPaXKH KOHPHUISHIIMATLHON HH(OpMAINH, KaK MIPAaBUJIO,



¢uHaHCcoOBOro Xapakrtepa. @UIIMHI-COOOIIEHUS COCTABIISIOTCS TAKMM 00pa30M, YTOObI
MaKCHMaJIbHO MOXOAUTh Ha HH(POPMAILIMOHHBIE MHCbMa OT OAaHKOBCKUX CTPYKTYp, KOMIIAHUI
n3BECTHBIX OpeH10B. [InuceMa cosiepikat CChbUIKY Ha 3aBE10MO JIOKHBIN CalT, ClIeUaIbHO
MIOJITOTOBJICHHBIH 37I0YMBIIIJICHHUKAMU U SBISIONIMIACS KOHUEH caiiTa OpraHu3aluu, OT SKOObI
MMEHHU KOTOPOH MpUIILIO MHchbMO. Ha TaHHOM caiiTe moIb30BaTeNIo MpeiaraeTcs BBECTH,
HarmpuMep, HOMep CBOel KPEIUTHOM KapThl U APYTyr0 KOHGUACHIMATBHYIO HHPOPMAIHUIO.
/lo360H Ha nnamHble uHMepPHEM-Pecypcyl — BUJL UHTEPHET-MOIIIEHHUYECTBA, CBSI3aHHBIH C
HECAaHKIIMOHUPOBAaHHBIM MCIIOJIb30BAaHUEM IUIATHBIX MHTEPHET-PECYPCOB (Hallle BCEro 3TO BEO-
CaiThl MOpHOrpahUIECKOro COAEPIKaHus). Y CTAHOBJICHHBIE 3JI0YMBIIIIJICHHUKAMU POTPAMMBI
(dialers) HHUIIMUPYIOT MOJIEMHOE COEAMHEHHE C BaIllEro KOMITBIOTEPA Ha IUIaTHBINA HOoMep. Yare
BCET0 HCI0JIb3yeMble HOMEpPa UMEIOT OYEHb BBICOKHE Tapu(bl, B pe3ysibTaTe MOJIb30BaTENb
BBIHY’K/ICH OIJIAYMBATh OTPOMHBIE TeJIe(OHHBIE CUETA.

Haegaszuuean pexnama

HaBs3unBas pekiama — 3TO BCIUIBIBAIOIIME OKHA U PEKJIaMHbIe OaHHEPHI, OTKPHIBAIOIINECS MTPU
pabote ¢ BeO-caritamu. Kak nmpaBuio, nadopmarius, coaeprxaiiasics B HUX, He ObIBaeT MOJIC3HOM.
JleMoHCTpanys BCIUTBIBAIOIINX OKOH M OAaHHEPOB OTBIIEKAET MOJIL30BATENS OT OCHOBHBIX 3a/1a4,
YBEIIMYMBAET 00hEM Tpaduka.

Cnam (Spam)

CnaM — 5T0 aHOHMMHasi MaccoBasi PacChlIKa HEXeJaTeIbHbIX MOUYTOBBIX coo0meHuil. Tak,
CIIaMOM SIBJIIIOTCS PACCBHUIKM PEKJIAMHOTO, TOJUTHYECKOI'0 U arUTallMOHHOT'O XapaKkTepa,
MUChMA, TPU3BIBAIOIINE TIOMOYb KOMY-HUOYAb. OTENbHYIO KATETOPHIO CllaMa COCTABIISIOT
MUChMa C MPENIOKEHUSIMH OOHATUYUTh OOJBIIYIO CYMMY JIEHET WU BOBIICKAIOIINE B
(bvHAHCOBBIC TUPAMU/IBL, @ TAKXKE MMMCHhMA, HAMIPABJICHHBIE HA KPaXXy Maposie 1 HOMEepoB
KpEIUTHBIX KapT, MMUCbMa ¢ IPOCKOOM nepecaaTh 3HAKOMbBIM (HallpuMep, MUChbMa CYacTbhsl) U

T. 1. CriaM CyIIeCTBEHHO YBEJIMYUBAET HArpy3Ky Ha MIOUTOBBIE CEPBEPA U MOBBIIIAET PUCK

noTepU I/IH(I)OpMaLII/II/I, Ba)KHOMU JJIs IIOJI30BATEA.

IpusHaku 3apaxeHust
EcTb psig npu3HaKkoB, CBUAETENBCTBYIOIINX O 3apaXeHUU KoMmbioTepa. Eciiu Bbl 3ameudaere, 4To
C KOMIBIOTEPOM MPOUCXOAST "cTpaHHbIE" BEIllM, a UMEHHO:
e Ha 3KpaH BBIBOJATCS HENPETyCMOTPEHHbIE COOOIEHUs, N300paskeHHst TH00
BOCIIPOM3BOSITCS HEMPETyCMOTPEHHbIE 3BYKOBBIE CUTHAIBI,
e HEOXXHJIAHHO OTKphIBaeTCs M 3akpbiBaeTcs JoTrok CD/DVD-ROM-ycTpoticTBa;
e TIPOM3BOJIEHO, O€3 BAIIETO yJacTHs, Ha BallleM KOMIIBIOTEPE 3aITyCKAIOTCS KaKue-Tr00

IIPOrpaMMBl;



e Ha KpaH BBIBOJATCS MPEAYNPEKICHUS O MOMbITKE KAKONH-INO0 U3 MPOrpaMM Balllero
KOMIIBIOTEPA BBITH B MHTEPHET, XOTSI BBl HUKAK HE HHUIIMHPOBAJIN TaKOE €€ TIOBEJICHNE,
TO, C OOJIBIIION CTETIEHBIO0 BEPOSTHOCTH, MOXKHO TPEATIONIOKUTD, YTO BAIll KOMITBIOTEDP MOPaKeH
BUPYCOM.
Kpowme Toro, ectb HEKOTOpBIE XapaKTepHbIe MPU3HAKU OPAKEHUS BUPYCOM Uepe3 MOoUTy:
e JIpy3bs WJIM 3HAKOMBIE TOBOPST BaM O COOOIIEHUSX OT Bac, KOTOPhIE BBl HE OTIPABIISIIH;
e B BaIlleM [MOYTOBOM SIIIIUKE HAXOAUTCS OOJIBIIIOE KOJUIECTBO COOOIICHHI O6€3 00paTHOTO
ajZpeca ¥ 3arojioBKa.
Crenyer OTMETUTH, YTO HE BCET/1a TAKUE MIPU3HAKU BhI3BIBAIOTCS IPUCYTCTBUEM BHPYCOB.
Huorna onu MOTyT OBITH CIEACTBUEM APYTUX NMpu4uH. Hampumep, B cirydae ¢ mouToit
3apakeHHBIE COOOIICHUSI MOTYT PACcChUIAThCS C BAIIMM OOPaTHBIM apecoM, HO HE C BAIlleTo
KOMIIBIOTEpA.
EcTb Takke KOCBEHHbIE TPU3HAKH 3apaXKEHUS BAILIET0 KOMITBIOTEpA:
e UACThIE 3aBUCAHMA U COOU B pabOTE KOMITBIOTEPA;
e MeaJieHHas paboTa KOMIbIOTEpA MPH 3aITyCKe MPOrpaMM;
e HEBO3MOXHOCTb 3arpy3KH ONEPAMOHHON CUCTEMBI;
e HCYe3HOBeHHE (DAalIIOB M KaTAJIOTrOB MM UCKAKEHHUE UX COJCPKUMOTO;
e yacToe oOpalieHue K )KECTKOMY AUCKY (4acTO MHUTaeT JJaMIIOYKa Ha CUCTEMHOM OJIOKe);
e BeO-Opaysep (Hanpumep, Microsoft Internet Explorer) "3aBucaer" uiu Benet ce0s
HEOKUJAaHHBIM 00pa3oM (HanpuMep, OKHO MPOrpaMMbl HEBO3MOKHO 3aKPBITh).
B 90% ciyuaeB HamMuue KOCBEHHBIX CHMIITOMOB BBI3BAaHO COOEM B anmapaTHOM HITH

nporpaMMHOM obecrneyeHn .

Yrto nesars NpM HAJIMYNH MPU3HAKOB 3apasKeHUs
Ecnu BB 3aMeTriu, 4TO Ball KOMIBIOTED "BeAET CeOsl MOJ03PUTENBHO",

1. OtwitoynTe KOMIBIOTEP OT MHTEPHETA U JIOKAIBHOM CETH, €CII OH K Hel ObUI
HOJIKJTFOYEH.

2. Ecnu cumnrom 3apa’kxeHusi COCTOUT B TOM, UTO Bbl HE MOXKETE 3arPY3UTHCS C KECTKOTO
JIMCKa KOMIIbIOTEPA (KOMIBIOTEDP BbIAAET OMINOKY, KOT'/1a BbI €70 BKJIIOYAETE),
nonpoOyiTe 3arpy3uThCs B PEKUME 3aIIUTHI OT COOEB MITU C TUCKA aBAPUITHOM 3arpy3Ku
Microsoft Windows, KOTOpBIif BbI cO3/71aBali IPH YCTAHOBKE ONEPAIMOHHON CHCTEMBI Ha
KOMIIBIOTED.

3. Ilpexne yeM npeanpUHUMATh KaKue-Tu00 IEeHCTBHSI, COXPAaHUTE PE3YNIbTaThl Balllei
paboThl HAa BHEIIHUN HOcUTENb (auckery, CD-auck, guewm-kapTy u mp.).

4. VYcTaHOBUTE aHTUBUPYCHYIO IPOIPaMMY, €CJIM Bbl 3TOI'O €LIE HE CAEIANH.



5. OOHOBUTE CUTHATYpY yrpo3 MporpamMmbl. Eciiu 3T0 BO3MOXKHO, IS UX MOTY4YEeHUS
BBIXOJIUTE B MHTEPHET HE CO CBOET0 KOMIBIOTEPA, a C HE3apaKEHHOT'O0 KOMIThIOTEPA
npy3el, HHTepHeT-Kade, ¢ paboThl. JIydine BOCTIOIB30BaThCS APYTUM KOMITBIOTEPOM,
MIOCKOJIbKY TPU MOJIKIIFOUEHUH K HHTEPHETY C 3apPaKEHHOTO KOMITBIOTEPa €CTh
BEPOATHOCTH OTIPABKH BUPYCOM BaKHOU MH(OPMAIIUU 3T0YMBILIUICHHUKAM WU
pacnpocTpaHeHuUsl BUpYyca MO ajjpecaM Ballel apecHOM KHUTH. IMEHHO osToMy nipu
MO/I03PEHUH Ha 3apa)KCHHE JIy4llle BCEro Cpa3y OTKIIOUYUTHCS OT HHTEPHETA.

6. 3amycTuTe MOJHYIO MPOBEPKY KOMIIBIOTEPA

IMpopuiakTuka 3apakeHust

Hukakune camble HaZie)KHbIE U Pa3yMHBIE MEPBI HE CMOTYT 00ECIIEYUTh CTOIPOLIEHTHYIO 3aLUTY
OT KOMIIBIOTEPHBIX BUPYCOB M TPOSHCKUX IIPOrpamMMm, HO, BBIpaOOTaB [ist ce0s1 psiJ] MPaBHJI, BbI
CYLIECTBEHHO CHU3UTE BEPOSATHOCTh BUPYCHOM aTaKu U CTENEHb BO3MOKHOTO yliepoa.
OnHUM U3 OCHOBHBIX METOJIOB OOpHOBI C BUPYCAMU SIBJISIETCS CBOEBPEMEHHAS NPODUIAKMUKA.
KomnbroTepHast mpo(uiIakTiKa COCTOUT M3 HEOOJBILIOr0 KOIWYECTBA IPaBUII, COOJIIOICHHUE
KOTOPBIX 3HAYUTEJIBHO CHU)KAET BEPOSTHOCTh 3aPAXKEHHUs BUPYCOM M ITOTEPH KAKUX-JINOO
JTAaHHBIX.
Hwxe nepeurcieHbl OCHOBHBIE MpaBUIia 0€30MaCHOCTH, BHIIOTHEHNE KOTOPBIX MO3BOJIUT
n3beraTh BUPYCHBIX aTak.
IIpaBuniao Ne 1: 3awyumume xomnviomep ¢ NOMOWBIO AHMUBUPYCHBIX NPOSPAMM U NPOSPAMM
bezonacHoil pabomul 6 unmepreme. J11s 3TOrO:
e be3oTiaraTesnbHO YCTAHOBUTE aHTUBUPYCHYIO IIPOrPAMMY.
e PerymnsapHo 0OHOBISHTE CUTHATYPHI YTPO3, BXOAIINE B COCTAB MIPOrPAMMBI.
IIpaBuio Ne 2: 6yovme ocmopooichvl npu 3anucu HO8bIX OAHHBIX HA KOMAbIOMED
o IlpoBepsiiTe Ha IpUCYTCTBUE BUPYCOB BCE CheMHbBIE TUCKH (AucKkeThl, CD-aucku, duem-
KapThl U 11p.) EPE UX UCIIOIb30BAHUEM.
e OcTOpOoXHO OOpalaiiTech ¢ HOYTOBBIMU cooOIIeHusIMU. He 3amyckaiiTe HUKakux
(aityioB, MpUIIeIIIMX 10 0YTE, €CIIHU Bbl HE YBEPEHBI, UYTO OHU ACHCTBUTEIHHO JOJKHBI
ObUIM IIPUITH K BaM, JJa)Ke €CJIM OHU OTIPABJIECHbI BallUMU 3HAKOMBIMH.
e BnumarenbHO OTHOCHTECH K MH(POpPMALUK, TOJIydaeMol U3 nHTepHera. Ecinu ¢ kakoro-
1100 BeO-caiiTa BaM IpeAIaraeTcsi ycTaHOBUTH HOBYIO IIPOrpaMMy, 0OpaTUTe BHUMaHHE
Ha HaJM4yKe y Hee cepTh(dukaTa 6€30MacHOCTH.
e Ecau BbI KOMpyeTe U3 MHTEPHETA MW JOKATHHOW CETHU UCIIOTHAEMBIH (aii,

0053aTeNbHO MPOBEPHTE €T0 C MOMOIBI0 AaHTUBUPYCHON IPOrPaMMBI.



o BHumaTenbHO OTHOCHTECH K BHIOOPY MTOCEIIAEMbIX BAMU MHTEPHET-PECYPCOB.
HexoTtopbie n3 caiiToB 3apaKeHbI ONACHBIMU CKPHIIT-BUPYCAMU FITH HHTEPHET-YEPBSIMH.
IMpaBuao Ne 3: noavsytimecs cepsucom Windows Update v peryisipHO yCTaHaBIHBAWTE
00OHOBJIEHHA onepanMoHHo# cucteMmbl Microsoft Windows.
IIpaBuio Ned: noxynaiime oucmpudymugnvie Konuu npocpammHo2o obecnevderus y
ouyuanvbHvix NPoOaAsyos.
MpaBuio Ne 5: oepanuuvme kpye nooeti, 00nyweHHvIX K pabome Ha 8auiem KoMnviomepe.
IpaBuio Ne 6: ymenvuiume puck HenpusmHuix NOCIEOCMBULL BOZMONCHO20 3aPANCEHUS
o CBOeBpEeMEHHO JienaiiTe pe3epBHOE KOMUPOBAHUE JTaHHBIX.
e Co3zmaiiTe TUCK aBapUITHOTO BOCCTAHOBIICHHUS, C KOTOPOTO MPU HEOOXOIMMOCTH MOYKHO
OyZIeT 3arpy3UThCs, UCHOJB3YS "UUCTYIO" ONEPALIMOHHYIO CUCTEMY.
IpaBuio Ne 7: pezynsipno npocmampusatime CHUCOK YCMAHOBIEHHBIX NPOSPAMM HA 8aulemM
Komnwlomepe. JIJIs 3TOTO BBl MOXKETE BOCIIOIB30BATHCS IIYHKTOM Y CTAHOBKA/y1aj1eHUe
nporpamm B IlaHesin HHCTPYMEHTOB UM MPOCTO MPOCMOTPETH COACPKUMOE KaTanora

Program Files, karanora aBTo3arpysku.

OCHOBHBIE aHTHUBUPYCHBIE IIPOTPAMMBI:
1. Norton Antivirus

Dr. Web

Kaspersky Antivirus

NOD 32

Mc Afee

Panda Antivirus

o o~ w D



http://www.novirus.ru/?a=vendors&b=7
http://www.drweb.com/
http://www.kaspersky.ru/
http://www.novirus.ru/?a=vendors&b=4
http://www.mcafee.ru/
http://www.viruslab.ru/products/detail.1871.html
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